Copnep>xaHue:

Mage noffpund or type unknown

BBEOEHWE

Ha4yunHasa ¢ 1951 ropa, korga O)xoHoM poH HenmaHoM 6bin npeasioXXeH MeTo Co34aHuns
CaMOBOCMNPOM3BOAALLMXCHA CUCTEM, MUPOBas 06LWEeCTBEHHOCTb NOJly4nia B PyKM HOBOE
pa3BiiedyeHmne. Ha ocHoBe AaHHOro MeToaa Nucann Heobbl4Hble Urpbl («Darwin»,
«ANIMAL>»), nporpamMMmbl-LLUYTKW U NPOrpaMMbl-po3bIrpbin. OgHako, Ha4YmHasa ¢ 1981
rofga WyTKN BbIXOOAT MU3-NOL4 KOHTPOJIA, NpeBpaLlascb B To, 4To B 1984 B cTaThe ®Ppena
KoaHa npumMeT HblHe 0bwenpmnHATOE Ha3BaHUE - «KKOMMbIOTEPHbIN BUPYC».

Mo paHHbIM «JlabopaTopun Kacnepckoro», TONbKO 3a nepBbin kBapTan 2019 roga 6bis10
oTpaxeHo 843 096 461 aTak, NPOBOAUBLLUMNXCS TOJIbKO C UHTEPHET-PeCcypCcoB, a 3TO eLle
[aneko He BCE, YTO Ha CerofHAWHUA AeHb YrpoXKaeT NoJsib30BaTeNsiM pa3/In4yHOMN
3NIEKTPOHHON TEXHUKUN. TakuMm 0bpa3oM, KakAoMy Mosib30BaTesNl0 HeE06X0AMMO 3HaAThb, C
4eM OH MOXXEeT CTOJIKHYTbCS, C KaKMMM BugamMun yrpos, gabol, ncxons n3 noayyeHHoOM
MHOpMaLMKn, BEPHO BbICTPOUTbL CBOIO 3aLMUTY. B 3TOM 3ak/il04aeTCsa akTyas/ibHOCTb
TeMbl, packpbiBaeMon B pedepaTe.

Llenbto pedepaTa ABnAeTCA N3yvyeHne Kaaccngpukaumm KOMMbOTEPHbIX BUPYCOB U
O3HaKOMJIEHME C HEKOTOPbLIMU UX XapaKTepPUCTUKAMMN.

MNocTaBneHHas uesib OOCTUraeTCs PeLleHNneM CreayoLWmnx 3aaay:
-onpeneneHmnemM KoMnbloTEPHOIrO BUPYCa;

-03HAKOMJIEHNEM C NPOLLECCOM 3aparkeHus;

-03HAKOMJIEHWEM C HEKOTOPbLIMU BUAAMUN BUPYCOB;

OnpeneneHne KOMMbIOTEPHOIrO BUPYCa

Mpexxae 4emM NpUCTynaTh K KJIacCUpuUKaumm, CTOUT BbISICHUTb, YTO Takoe
KOMMbIOTEPHbIN BUPYC B COBPEMEHHOM MOHUMAHUWN.


https://www.evkova.org/#evkova

KoMMnblOTEPHBLIM BUPYCOM Ha3blBaeTCs MporpaMma, Kotopas obnagaeT cnocobHOCTbIO
co3faBaTb CBOM KOMWW, N BHEAPATb UX B Pa3/iINyHble 06bEeKTbI U pecypchl
KOMMbIOTEPHbIX CUCTEM, ceTel 1 T.4. 6e3 BefoMa nonb3oBaTens. [pn 3ToM Konmn
COXPaHSAT CNOCOBHOCTL AanbHENLLIEro pacnpocTpaHeHus. MuweTtcs nogobHasn
nporpamMmMa c Lesiblo WYTKW, Bpeaa YbeMy-1mbo KoMnbloTepy, NoslyvyeHus AocTyna K
KOMMblOTEpPY, NepexBaTa Nnapoien nim BbIMoraHus AeHer.

dun3mnyeckas CTPYKTYpa KOMMbIOTEPHOro BMpyCa A0CTATOYHO NpocTa. OH COCTOUT n3
rON10BbI U, BO3MOXKHO, XBOCTa. o/ rosioBo BUpPyCa NOHUMAETCS KOMIMOHEHTA,
nosiyyatroLlas ynpasseHne nepBoi. XBoCT - 3TO 4YaCTb BUPYCaA, PacrofioXKeHHas B TeKCTe
3apa>KeHHOW NporpamMmMbl OTAEJIbHO OT FOM10BbI. BUpychl, cocToALME U3 OA4HOW FO0BSI,
Ha3bIBAOT HECErMEHTUPOBAHHbLIMU, TOrAa Kak BUPYChl, COZlep Kallne rosioBy U XBOCT, —
CerMeHTMPOBaAHHbLIMMU.

NMpouecc 3apa>keHus

3apa)keHne NporpamMmmbl, Kak NpaBuo, BbINOJHAETCA TakuM obpa3om, 4Tobbl BUpYyC
Noayynn ynpasieHne paHblUue caMoi nporpamMmmbl. OH nnbo BCTpamBaeTCs B Ha4ao
nporpammsbl, MO0 MMMNIAHTUPYETCSH B HEE TakK, 4TO NEepPBON KOMaHOOW 3apa>KeHHOoN
nporpamMmbl BnseTca 6e3yCcnoBHbIN Nepexol Ha KOMMNbIOTEPHbIN BUPYC, TEKCT KOTOPOro
3aKaH4YMBaAETCH aHANIOrM4YHON KoMaHOom 6e3yCcNoOBHOIro nepexona Ha KoMaHay
BUpycoHocuTens, bbiBLLYIO MepBOn A0 3apakeHus. [anee Bupyc BbibnpaeT cneayrowmnmn
hann, 3apa>kaeT ero, BO3MO>XHO, BbINONHAET Kakne-nmbo apyrve encTeus, nocae 4ero
CHOBa OTAAEeT yrnpaBJieHNe BUPYCOHOCUTENIO.

MepBUYHOE 3aparkeHne NPoucxoanT B NpoLecce HacTynneHns MHPULMPOBAHHbIX
nporpamMmm 13 NamMsT OAHON MalUUHbI B NaMaATb APYrol, Npu4yeM B KayecTBe CpeAcTBa
nepeMeLleHnsa 3TMX NporpamMmM MoryT UCMOJIb30BaTbCsl Kak HOCUTENN NHopMaLnn
(onTuyeckne ANCKK, hA3W-NaMATb M T.M.), TaK U KaHasbl BbIYNCINTENbHbIX CETEN.
Bupycbl, MCcnonb3ytowme gns pa3MHOXXEHNSA CETEBbIE CPeACTBa, CETEBbLIE MPOTOKOJIbI,
yrnpasasiowme KoMaHAbl KOMMbIOTEPHbBIX CETEN N 3IEKTPOHHON MOYTbI, MPUHATO
Ha3blBaTb CETEBbLIMU.

Llnkn »Kn3Hm Bupyca obbl4HO BKJIKOYAET caepfyouime nepmonbl: BHeAPeEHUE,
MHKYBAUMOHHLIN, penankaunm (CaMopasMHOXXEHMNSA) U NPoaBAeHNS. B TevyeHne
MHKYDaLMOHHOIrO Neprnoaa BUPYC NAaCCUBEH, YTO YCJ/IOXKHSAET 3ada4y ero noucka um
HenTpanu3aunn. Ha aTane NposBAeHNUsA BUPYC BbIMOJIHAET CBONCTBEHHbIE EMY LIEeNEeBblIE
dYyHKUMKN, HAaNpUMep HeobpaTUMYIO KOpPPEKL MO NHOPMaLUK B KOMMbIOTEPE UIN Ha



BHELWHWNX HOCUTENIAX.

NTak, npucTynum K KnacCuukaunm KOMMNbOTEPHbIX BUAOB.

Knaccucpukauma no cpene obutaHusa Bupyca

Mo cpene obuTaHns BUPYChl NOAPA3AENATCS Ha:

dannoBble BUPYCbl — BUPYChbl MopaxkatoLine NcrnosiHgaemMble asbl, HarMcaHHbIE B
pa3nunyHbiX popMaTax. COOTBETCTBEHHO B 3aBUCMMOCTMK OT (popMaTa, B KOTOPOM
HanucaHa nporpamma 3710 6yayT EXE nan COM Bupychl.

3arpys3o4Hble BUPYCbl — BUPYCbl NOpaXkatLulme 3arpy3oydHble cekTopa (Boot cekTopa)
ONCKOB NN CEKTOP coaep Kawunm cncteMHbln 3arpy3svyumk(Master Boot Record)
BUHYecCcTepa.

CeTeBble BUPYCbl — BUPYCbI, PaCrpoCTPaHAaWMecs B pa3IMyHbIX KOMMbIOTEPHbIX CETAX
N cucTemax.

Makpo BMpYyCbl — BUPYChI Nopaxkatowmne dansbl Microsoft Office

Flash Bupycbl — BUpyCbl nopaxkatowme Mmmkpocxemol FLASH namatum BIOS.

Knaccucgukauma no cnocodby sapa>keHusn

Mo cnocoby 3apa>keHnsi BUPYCbl AeNATCH Ha:

Pe3naeHTHblIe BUPYCbl — BUPYCbl, KOTOPbIE NPM MHPOULIMPOBAHUN KOMMblOTEPaA
OCTaBJISAIOT CBOO PE3NAEHTHYIO YacTb B NamMaTu. OHU MOryT NepexBaTbiBaTb
npepbiBaHNA ornepaumMoHHON CUCTEMBbI, @ Takxe obpalleHnsa K MHPULNPOBAHHbBIM
¢hannam co CTOPOHbI MPOrpPaMM 1M ONEPALMOHHON CUCTEMBI. DTU BUPYCbl MOFYT
0OCTaBaTbCSA aKTUBHbLIMU BMJIOTb A0 BbIKJOYEHUA UKW Nepe3arpyskn KoMnbioTepa.

Hepe3npeHTHbIe BUPYCbl — BUPYCbl, HE OCTaBASAOLWME CBOUX PE3UAEHTHbIX YacTeln B
onepaTMBHOM MaMATU KOMMbloTepa. HeEKOTOpble BUPYChl OCTAB/ISAIOT B MaMATH
HEKOTOpble CBOWN (hparMeHTbl HE CMOCOBHbIE K faibHENLIEMY Pa3MHOXXEHUIO Takne
BUPYCbl CHNTAIOTCHA HE Pe3NLEHTHbIMU,



KJ'IaCCI/I(I)I/IKaLI,MSI no AeCTPYKTUBHbBIM BO3MOXXHOCTAM

Mo AeCTPYKTUBHBLIM BO3MOXXHOCTAM BUPYChbl MOAPa3aenaoTCsa Ha:

Be3BpenHble BUPYCbl — 3TO BUPYCbl HU KaK He BAMAOLWMe Ha paboTy KoMnbloTepa 3a
NcKk4eHue, bbITb MOXET, YMeHbLUeHUs cBOBOAHOro MecTa Ha ancke n obbvema
onepaTMBHOW MaMsaTw.

HeonacHble BUPYCbl — BUPYChbI, KOTOPbIe NPOosiBNAIOT cebsi B BbiIBOAE PA3/INYHbIX
rpauryeckmnx, 3ByKoBbIX 3(heKTOB U Npoynx 6e3BpeHbIX OENCTBUA.

OnacHble BUPYCbl — 3TO BUPYCbl, KOTOPbIE MOFYT MPUBECTU K pa3nndHbiM c60sM B
paboTe KOMMNbIOTEPOB, @ TaKXXe X CUCTEM U CETEN.

O4yeHb OMnacHbIe BUPYCbl — 3TO BUPYChI, MPUBOASLLNE K MOTEPE, YHUHTOXXEHUIO
nHdopmMaummn, notepe paboTocnocobHOCTN NPOrpaMm N CUCTEMbI B LIEJSIOM.

Knaccndpumkauma no oCOOEHHOCTAM anropurMa
padoThbl

Mo ocobeHHOCTAM aJiropnTMa pa6OTbI BUPYCbl MOXKHO noapa3aesinTb Ha:

Bupycbl cnyTHUKU(companion) — 3Ty BUpYyCbl nopakatoT EXE-annbl nyTem co3gaHns
COM-channa oBOMHUKA, 1 NO3TOMY MPM 3anNyCKe NporpaMmmsl 3anycTuTcd, cHav4ana COM-
hann c BUpyCcoM, rnocie BbINOJIHEHUS cBoen paboTbl BUpYC 3anycTnt EXE-ann. Mpwu
TakoM crnocobe 3apa>keHnsa «MHPULMPOBaHHaA» NporpaMmma He N3MeHsAeTCS.

Bupychbl «4epBu» (Worms) — BUPYChbl, KOTOPbIE PACMPOCTPAHAOTCA B KOMMbIOTEPHbIX
ceTax. OHM NMPOHMKAIOT B NaMATb KOMMbOTEPA U3 KOMMbIOTEPHOM CETU, BIYUCAAIOT
aZipeca Apyrnx KOMMbOTEPOB U NepechialoT Ha 3TN apeca CBoW Konun. MHoraa oHu
OCTaB/IAOT BpeMeHHble alifibl Ha KOMMNbIOTEPE HO HEKOTOPLIE MOFYT N He 3aTparmeBaTh
pecypchbl KOMMbIOTEPA 3a UCKJIIOYEHNEM OMEepPaTUBHOM NAaMATU N pasyMeeTcs
npoweccopa.

«[Mapa3ntTnyeckme» — BCe BUPYChbl, KOTOPblEe MOONMULMNPYIOT cogepxmnmoe ansios nam
CEeKTOPOB Ha AuCKe. K 3Ton KaTeropmm OTHOCATCHA BCe BUPYCbl HE ABNSAIOTCA BUPYCaAMU-
CNYTHUKaMW U BUPYyCaMMn YepBAMMU.



«CTenc-supychi» (BUpyCbl-HEBUAUMKM, stealth) — npencrtasnsatowme cobon Becbma
COBepLUEHHbIE MPOrpamMMmbl, KOTOPblE NepexBaTbiBatloT obpalieHns DOS K nopa>keHHbIM
dhannam nan cekTopaMm OUCKOB NMNOACTABMAIT BMeCTO cebsi He3apa)keHHble y4aCTKN
nHdopmMaumn. Kpome 3Toro, Takme BUpyChbl Npun obpawieHnmn K hamnnam ncnonb3yoT
OOCTAaTOYHO OpUrMHasibHbIE a/IFOPUTMBbI, NO3BOASAOWMNE «0OOMaHbIBaTb» pe3nAeHTHbIe
AHTUBUPYCHbLIE MOHUTOPbI.

«[MonumopdHble» (caMmowmngpyrowmecs nav Bupycol-npmipaku, polymorphic) — supychl,
[OCTaTO4YHO TPYAHO OOHapy>XMBaeMble BUPYCbl, HE MMeloLWme CUrHaTyp, T.€. He
cogep>kalime HM 0QHOro NOCTOAHHOIO y4acTKa Koda. B 6bonbwmHCTBE Criy4aes ABa
obpa3ua ogHOro 1 Toro »e NoJIMMoOpHOro Bmpyca He 6yayT UMeTb HU OOHOI0O
coBrnageHuns. 3To AocTuraeTcsa WwnugpoBaHNeM OCHOBHOIO Tesla BUpyca un
MoAUMPUKaUMAaMU NPorpamMmbl-paclUnpoBLLUKA.

«MaKpo-BUPYCbl» — BUPYCbl 3TOr0 CEMENCTBA UCMOJIb3YIOT BO3MOXHOCTU MAaKpPOS3bIKOB,
BCTPOEHHbIX B CUCTEMbI 06pPabOTKN AAaHHbLIX (TEKCTOBLIE PEeAaKTOPbI, 31EKTPOHHbIE
Tabnnubl 1 T.4.). B HacToswee BpemMa Hanbosiee pacnpocTpaHeHbl MaKpPo-BUPYCHI,
3apa’kaloLlne TeKCTOBbIE IOKYMEHThl pefakTopa Microsoft Word.

Knaccudpukaumsa no pexxumy (pyHKLMNOHUPOBAHUA

Mo pexnmy pyHKLNOHNPOBaHUA:

— pe3naeHTHbIE BUPYChl (BUPYChl, KOTOPbIE MOCAE aKTUBM3ALIMN NOCTOSAHHO HAaXOAATCS B
onepaTUBHON NAaMATN KOMMbIOTEPA N KOHTPOIMPYIOT AOCTYM K €ro pecypcam);

— TPaH3UTHbIe BUPYCbl (BUPYCbl, KOTOPbLIE BbIMOJIHAIOTCA TOJIbKO B MOMEHT 3arycka
3apa’keHHon NporpamMmsl).

Knaccudpukauma no oobekty BHegpeHuna

Mo o6bbekTy BHeApEHUS:
— (hannoBble BUPYChbI (BUPYChI, 3apakatoLime ansibl C NporpaMmMmammn);

— 3arpy304Hbie BUPYCbl (BUPYChl, 3apakatoLine NporpaMmbl, XPaHALMECA B CUCTEMHbIX
obnacTtax OUCKOB).



Knaccudumnkaymsa no odbbekTy 3apa>keHns

B cBoto o4yepenb, hanioBble BUPYChl NOAPA3AeNsaloTCsa Ha BUPYChl, 3apaXkatoLme:
— WCnoJsiHAeMble hansibl;

— KOMaHAHble panifibl n hanibl KOHPUrypauuu;

— COCTaBJiIsieMble Ha MaKpoA3blKax NPOrpaMMnUpoBaHUsA, UK panibl, cogepxalime
MaKpoOCbl (MaKpOBUPYCbl — Pa3HOBUAHOCTb KOMIMbIOTEPHbIX BUPYCOB pa3paboTaHHbIX Ha
MaKposi3blkax, BCTPOEHHbIX B Takme npuknagHele nakeTol M0, kak Microsoft Office );

— (hannbl C gpanBepamMun yCTPONCTB;

— thannbl ¢ GUBINOTEKAMU NCXOOHBIX, 06 BEKTHbIX, 3arPY304HbIX 1 OBEPIENHbIX
mMonaynen, bubnnotekamm oAUHAMUYECKO KOMMOHOBKW 1 T.M.

3arpyso4Hble BUPYCbl NOAPa3aenatoTCs Ha BUPYChl, 3aparkatoLimne:

— CUCTEMHbIN 3arpy34mK, PacrnosioXKeHHbIN B 3arpy304HOM CEKTOPE U JIOTNYEeCKUX
IVCKOB;

— BHECUCTEMHbI 3arpy34mK, PacrosloXeHHbI B 3arpy304HOM CEKTOPE XKECTKUX
OVCKOB.

Knaccugukaums no cnocoby MackupoBKM
Mo cTeneHn n cnocoby MacKMpPoOBKN:
— BUPYCbI, HE NCMOJb3YloWMe CPeaCTB MAaCKMPOBKN;

— stealth-Bupychbl (BUpYycChl, nbiTatowmecs 6biTb HEBUANMbIMU HA OCHOBE KOHTPOJIS
[OCTyNa K 3apa>XeHHbIM 3/1eMeHTaM OaHHbIX);

— BUPYCbI-MyTaHTbl (MtE-BMpyChbl, coaep>kalime B cebe anropnuTMbl LLNGPOBAHNS,
obecneymBatoLme pa3nnyme pasHbiX KONUmM Bupyca).

Knaccudpukauma MtE-Bupycos

B cBoto o4yepenb, MtE-BupycChl nenaTca:



— Ha 06blYHbIE BUPYCbI-MYTaHTbI, B Pa3HbIX KOMUAX KOTOPbIX Pa3/IN4arTCHA TOJIbKO
3aWndpoBaHHbIE TeNna, a AewndpoBaHHbIe Tesla BUPYCOB COBMNafatoT;

— NMoNMMOpPgHbIE BUPYChI, B Pa3HbIX KOMUAX KOTOPbIX Pa3/iInyatoTCca He TOJIbKO
3allnpoBaHHbIe Tesa, HO 1 X gelndpoBaHHbIe Tena.

BbiBOL

NTak, Mbl paccMOTpenIn HEKOTOpPbIE KNaCcCUPUKaLMM KOMMbIOTEPHbIX BUPYCOB. Llenb
pegepaTa OCTUIHYTa. PyKoBOACTBYSACh NOJyYEHHbIM 3HaHMEM, byaeT Ha NopsAaoK
npoLle BbICTPOUTb 0O0POHY CBOMX YCTPOMCTB. A TaK XKe, 3Has, Kakue BUAbl ONacHOCTEN
MOryT BCTPETUTbLCA B UHTEPHETEe, NnocTapaTbCca nx obonTn.
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